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DETAILED ACTION 
Claim Rejections - 35 USC §102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless ~ 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

2. Claims 1-58, 60-126, 128-136 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Kern et al. U.S. Patent 6,463,501. 

As per claim 1, Kern teaches a data backup and recovery system for use with at least one 
server interconnected with at least one storage device, said data backup and recovery system 
(column 3, lines 35-40; column 9, lines 21-37) comprising: at least one data recovery device 
(column 4, lines 40-45); at least one data recovery storage device associated with and controlled 
by said at least one data recovery device (column 4, lines 11-13, 29-45); and at least one data 
communication monitor for providing to said at least one data recovery device at least control 
information bearing an order stamp regarding data communications between corresponding ones 
of said at least one server and said at least one storage device (column 4, lines 40-45; column 5, 
lines 29-32), said at least one data recovery device being responsive to at least said control 
information bearing an order stamp for storing data on said at least one data recovery storage 
device in a manner which enables reconstruction of a representation of said data communications 
at a given earlier time but does not require that the data be sent to said at least one data recovery 
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device in a given order (column 5, lines 39-42; column 7, lines 12-35) or stored on said at least 
one data recovery storage device in a given order: 

As per claim 2, Kern teaches a data backup and recovery system according to claim 1 and 
wherein said data communication monitors are located other than only at said at least one storage 
device (column 4, lines 29-61). 

As per claim 3, Kern teaches a data backup and recovery system according to claim 1 and 
wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (column 4, lines 29-61). 

As per claim 4, Kern teaches a data backup and recovery system according to claim 2 and 
wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (colunm 4, lines 29-61). 

As per claim 5, Kern teaches a data backup and recovery system according to claim 1 and 
wherein said at least one data recovery device is operative to receive said at least control 
information and to store data on said at least one data recovery storage device in parallel (column 
4, lines 19-22, wherein, if the recovery device is at the secondary storage device then the primary 
data is received at the recovery device and the recovery storage device concurrently). 

As per claim 6, Kern teaches a data backup and recovery system according to claim 1 and 
wherein said data communications comprise data updates (column 3, lines 30-41). 

As per claim 7, Kern teaches a data backup and recovery system according to claim 1 and 
wherein said reconstruction of a representation of said data communications at a given earUer 
time guarantees that if the order stamp of a first update is smaller than the order stamp of a 
second update, the second update is not stored on said at least one data recovery storage device 
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unless the first update is stored on said at least one data recovery storage device "(coluriin 7, lines 
12-35). 

As per claim 8, Kern teaches a data backup and recovery system according to claim 1 and 
wherein said data communication monitors are associated with individual ones of said at least 
one server (column 4, lines 29-45). 

As per claim 9, Kern teaches a data backup and recovery system according to claim 1 and 
wherein said data communication monitors are associated with network elements of a storage 
area network (column 5, lines 20-2 1; column 9, lines 21-36; column 4, lines 29-45). 

As per claim 10, Kem teaches a data backup and recovery system according to claim 1 
and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a 
network (column 9, lies 21-36; column 4, lines 29-45; column 5, lines 20-21). 

As per claim 1 1 , Kem teaches a data backup and recovery system according to claim 10 
and wherein said network is a private network (column 9, lines 21-36; column 4, lines 29-45; 
column 5, lines 20-21). 

As per claim 12, Kem teaches a data backup and recovery system according to claim 10 
and wherein said network is a public network (column 9, lines 21-36; column 4, Hnes 29-45; 
column 5, lines 20-21). 

As per claim 13, Kem teaches a data backup and recovery system according to claim 1 
and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a storage 
area network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 
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As per claim 14, Kem teaches a data backup and recovery system according to claim 1 
and wherein said data communication monitors provide at least part of said data communications 
to said at least one data recovery storage device other than via said at least one data recovery 
device (column 3, lines 33-36; column 2, lines 58-60). 

As per claim 15, Kem teaches a data backup and recovery system according to claim 1 
and also comprising at least one LOG storage device wherein said at least one LOG storage 
device comprise at least control information bearing a time mark regarding data communications 
between corresponding ones of said first plurality of servers and said plurality of storage devices 
via said storage area network (column 4, lines 46-61, wherein, the journal with consistency 
groups of Kern is equivalent to a log device). 

As per claim 16, Kem teaches a data backup and recovery system according to claim 15 
and wherein said data communication monitors also store at least part of said data 
communications to said at least one LOG storage device (column 4, lines 46-61). 

As per claim 17, Kern teaches a data backup and recovery system according to claim 16 
and wherein said data communications stored to said at least one LOG storage device comprises 
data updates sent by said first plurality of servers to said second plurality of storage devices 
(column 4, lines 46-61). 

As per claim 1 8, Kem teaches a data backup and recovery system according to claim 17 
having said at least one storage device LOG such that if either said control information or said 
data communications or both are prematurely erased from said at least one data recovery device 
due to a failure or other event, said at least one data recovery device restores either said control 
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information or said data communications or both from said at least one storage device LOG 
(column 5, lines 53-60). 

As per claim 19, Kern teaches a data backup and recovery system according to claim 18 
and wherein said at least one data recovery device resumes its activities with said restored data 
from said at least one storage device LOG (column 5, lines 53-60), 

As per claim 20, Kern teaches a data backup and recovery system according to claim 17 
and wherein said at least one data recovery device retrieves said at least part of said data 
communications from at least one storage device LOG for the purpose of storing said data to at 
least one data recovery storage device associated therewith in said time ordered manner (column 
5, lines 53-60). 

As per claim 21, Kern teaches a data backup and recovery system according to claim 1 8 
and wherein said at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via a network (column 9, lines 
21-36; column 5, lines 20-21; column 4, lines 29-45). 

As per claim 22, Kern teaches a data backup and recovery system according to claim 21 
and wherein said network is a private network (column 9,lines 21-36; column 5, lines 20-21; 
column 4, lines 29-45). 

As per claim 23, Kern teaches a data backup and recovery system according to claim 21 
and wherein said network is a public network (column 9,lines 21-36; column 5, lines 20-21; 
column 4, lines 29-45). 

As per claim 24, Kern teaches a data backup and recovery system according to claim 1 8 
and wherein at least part of said data communications is communicated from said data 
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communication monitors to said at least one storage device LOG via said storage area network 
(column 9,lines 21-36; column 5, lines 20-21; column 4, lines 29-45): 

As per claim 25, Kern teaches a data backup and recovery system according to claim 17 
wherein said at least one data recovery device retrieves both said control information and said at 
least part of said data communications from at least one storage device LOG for the purpose of 
storing said data to at least one data recovery storage device associated therewith in said time 
ordered manner (column 5, Unes 53-60). 

As per claim 26, Kern teaches a data backup and recovery system according to claim 25 
and wherein both said control information and said at least part of said data communications are 
communicated from said data communication monitors to said at least one storage device LOG 
via a network (column 9,lines 21-36; column 5, lines 20-21; column 4, lines 29-45). 

As per claim 27, Kern teaches a data backup and recovery system according to claim 26 
and wherein said network is a private network (column 9,lines 21-36; column 5, lines 20-21; 
column 4, lines 29-45), 

As per claim 28, Kern teaches a data backup and recovery system according to claim 26 
and wherein said network is a pubhc network (column 9,lines 21-36; column 5, lines 20-21; 
column 4, lines 29-45). 

As per claim 29, Kern teaches a data backup and recovery system according to claim 25 
and wherein both said control information and said at least part of said data communications are 
communicated from said data communication monitors to said at least one storage device LOG 
via said storage area network (column 9,Unes 21-36; column 5, lines 20-21; column 4, lines 29- 
45). 
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As per claim 30, Kern teaches a data backup and recovery system fofuse witS at least 
one server interconnected with at least one storage device, said data backup and recovery system 
(column 3, hnes 35-40; column 9, lines 21-37) comprising: at least one data recovery device 
(column 4, lines 40-45); at least one data recovery storage device associated with and controlled 
by said at least one data recovery device (column 4, lines 11-13, 29-45); and data communication 
monitors for providing to said at least one data recovery device at least control information 
bearing an order stamp regarding data communications between corresponding ones of said at 
least one server and said at least one storage device (column 4, lines 40-45; column 5, lines 29- 
32), said at least one data recovery device being operative to receive said at least control 
information and to store data on said at least one data recovery storage device in parallel and not 
requiring that the data be received by said at least one data recovery device in a given order 
(column 5, lines 39-42; column 7, lines 12-35). 

As per claim 3 1 , Kern teaches a data backup and recovery system according to claim 30 
and wherein said data communication monitors are located other than only at said at least one 
storage device (column 4, lines 29-61). 

As per claim 32, Kern teaches a data backup and recovery system according to claim 30 
and wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (column 4, lines 29-61). 

As per claim 33, Kern teaches a data backup and recovery system according to claim 3 1 
and wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (column 4, lines 29-61). 
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As per claimr34, Kern teaches a data backup and recovery system according to'claim 30 " 
and wherein said at least one data recovery device is operative to receive said at least control 
information and to store data on said at least one data recovery storage device in parallel (column 
4, lines 19-22). 

As per claim 35, Kern teaches a data backup and recovery system according to claim 30 
and wherein said data communications con5)rise data updates (column 3, lines 30-41). 

As per claim 36, Kern teaches a data backup and recovery system according to claim 30 
and wherein said reconstruction of a representation of said data communications at a given 
earlier time guarantees that if the order stamp of a first update is smaller than the order stamp of 
a second update, the second update is not stored on said at least one data recovery storage device 
unless the first update is stored on said at least one data recovery storage device (column 7, lines 
12-35). 

As per claim 37, Kern teaches a data backup and recovery system according to claim 30 
and wherein said data communication monitors are associated with individual ones of said at 
least one server (column 4, lines 29-45). 

As per claim 38, Kern teaches a data backup and recovery system according to claim 30 
and wherein said data communication monitors are associated with network elements of a 
storage area network (column 5, lines 20-21; column 9, lines 21-36; column 4, lines 29-45). 

As per claim 39, Kern teaches a data backup and recovery system according to claim 30 
and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a 
network (column 5, lines 20-21; column 9, lines 21-36; column 4, lines 29-45). 
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As per claim 40, Kern teaches a data backup and recovery system according to claim 39 
and wherein said network is a private network (column 5, lines 20-21 ; column 9, lines-21-36; 
column 4, lines 29-45). 

As per claim 41 , Kem teaches a data backup and recovery system according to claim 39 
and wherein said network is a public network (column 5, lines 20-21; column 9, lines 21-36; 
column 4, lines 29-45). 

As per claim 42, Kem teaches a data backup and recovery system according to claim 30 
and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a storage 
area network (column 4, lines 29-45). 

As per claim 43, Kem teaches a data backup and recovery system according to claim 30 
wherein said data communication monitors provide at least part of said data communications to 
said at least one data recovery storage device other than via said at least one data recovery device 
(column 3, lines 33-36; column 2, lines 58-60). 

As per claim 44, Kem teaches a data backup and recovery system according to claim 30 
and also comprising at least one LOG storage device wherein said at least one LOG storage 
device comprise at least control information bearing a time mark regarding data communications 
between corresponding ones of said first plurality of servers and said plurality of storage devices 
via said storage area network (column 4, lines 46-61). 

As per claim 45, Kern teaches a data backup and recovery system according to claim 44 
and wherein said data communication monitors also store at least part of said data 
communications to said at least one LOG storage device (column 4, lines 46-61). 



Application/Control Number: 10/090,488 Page 11 

Art Unit: 2113 

As per claim 46, Kem teaches a data backup and recovery system accordfing to claim 45 
and wherein said data communications stored to said at least one LOG storage device comprises 
data updates sent by said first plurality of servers to said second plurality of storage devices 
(column 4, lines 46-61). 

As per claim 47, Kem teaches a data backup and recovery system according to claim 44 
having said at least one storage device LOG such that if either said control information or said 
data communications or both are prematurely erased from said at least one data recovery device 
due to a failure or other event, said at least one data recovery device restores either said control 
information or said data communications or both from said at least one storage device LOG 
(column 5, hnes 53-60). 

As per claim 48, Kem teaches a data backup and recovery system according to claim 47 
wherein said at least one data recovery device resumes its activities with said restored data from 
said at least one storage device LOG (column 5, lines 53-60). 

As per claim 49, Kern teaches a data backup and recovery system according to claim 46 
wherein said at least one data recovery device retrieves said at least part of said data 
communications from at least one storage device LOG for the purpose of storing said data to at 
least one data recovery storage device associated therewith in said time ordered manner (column 
5, lines 53-60). 

As per claim 50, Kem teaches a data backup and recovery system according to claim 47 
and wherein said at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via a network (column 9, lines 
21-36; column 5, lines 20-21; column 4, lines 29-45). 
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As per claim 5 1 , Kern teaches a data backup and recovery system according to claim 50 
and wherein said network is a private network (column 9, lines 21-36; column 5, lines -20-21; 
column 4, lines 29-45). 

As per claim 52, Kern teaches a data backup and recovery system according to claim 50 
and wherein said network is a public network (column 9, lines 21-36; column 5, lines 20-21 ; 
column 4, lines 29-45). 

As per claim 53, Kern teaches a data backup and recovery system according to claim 47 
and wherein at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via said storage area network 
(column 9, lines 21-36; column 5, lines 20-21; column 4, lines 29-45). 

As per claim 54, Kern teaches a data backup and recovery system according to claim 46 
wherein said at least one data recovery device retrieves both said control information and said at 
least part of said data communications from at least one storage device LOG for the purpose of 
storing said data to at least one data recovery storage device associated therewith in said time 
ordered manner (column 5, lines 53-60). 

As per claim 55, Kern teaches a data backup and recovery system according to claim 54 
and wherein both said control information and said at least part of said data communications are 
communicated from said data communication monitors to said at least one storage device LOG 
via a network (column 9, lines 21-36; column 5, lines 20-21; column 4, lines 29-45). 

As per claim 56, Kern teaches a data backup and recovery system according to claim 55 
and wherein said network is a private network (column 9, lines 21-36; column 5, lines 20-21; 
column 4, Hnes 29-45). 
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As per claim 57, JCem teaches a data backup and recovery system according to claim 55 
and wherein said network is a public network-(column 9, lines 21-36; column 5, lines 20-21;- - 
column 4, lines 29-45). 

As per claim 58, Kera teaches a data backup and recovery system according to claim 54 
and wherein both said control information and said at least part of said data communications are 
communicated from said data communication monitors to said at least one storage device LOG 
via said storage area network (column 9, lines 21-36; column 5, lines 20-21; column 4, lines 29- 
45). 

As per claim 60, Kern teaches a data backup and recovery system according to claim 1 
and wherein said reconstruction comprises employing said at least one data backup and recovery 
system as at least one of said at least one server and said at least one storage device (column 
4,lines 6-45; column 9, lines 31-34). 

As per claim 61, Kern teaches a data backup and recovery system according to claim 1 
and wherein said at least one server and said at least one storage device are interconnected via a 
local area network (LAN) (column 4, lines 40-45; column 9, lines 21-36). 

As per claim 62, Kern teaches a data backup and recovery system according to claim 1 
and wherein said at least one server and said at least one storage device are interconnected via a 
storage area network (SAN) (column 4, lines 40-45; column 9, lines 21-36). 

As per claim 63, Kern teaches a data backup and recovery system according to claim 1 
and wherein said at least one storage device is a network attached storage (NAS) device (column 
4, lines 40-45; column 9, lines 21-36). 
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As per claim 64, Kern teaches a data backup, and recovery system according to claim 61 
and wherein said at least one data communication monitor monitors data communications 
between said at least one server and said at least one storage device over said LAN (column 4, 
lines 40-45; column 9, lines 21-36). 

As per claim 65, Kern teaches a data backup and recovery system according to claim 62 
and wherein said at least one data communication monitor monitors data communications 
between said at least one server and said at least one storage device over said SAN (column 4, 
lines 40-45; column 9, lines 21-36). 

As per claim 66, Kern teaches a data backup and recovery system according to claim 1 
and wherein said at least one server comprises said at least one data communication monitor 
(column 4, lines 6-45). 

As per claim 67, Kern teaches a data backup and recovery system according to claim 1 
and wherein said at least one storage device comprises said at least one data communication 
monitor (column 4, lines 6-45). 

As per claim 68, Kern teaches a data backup and recovery system according to claim 62 
and wherein said SAN comprises said at least one data communication monitor (column 4, lines 
6-45). 

As per claim 69, Kern teaches a method for data backup and recovery for use with at least 
one server interconnected with at least one storage device (column 3, lines 35-40; column 9, 
lines 21-36), the method comprising: providing at least one data recovery device (column 4, lines 
40-45); providing at least one data recovery storage device associated with and controlled by said 
at least one data recovery device (column 4, lines 11-13, 29-45); and providing at least one data 
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communication monitor operative to perform: monitoring the data communication Setweensaid ' 
at least one server and said at least one storage device; creating at least control information 
bearing an order stamp regarding said data communications between corresponding ones of said 
at least one server and said at least one storage device (column 4, lines 40-45; column 5, lines 
29-32); and sending said monitored data communications and said control information to said at 
least one data recovery device, said at least one data recovery device responding to said at least 
said control information in a manner which enables reconstruction of a representation of said 
data communications at a given earlier time but not requiring that said sending said monitored 
data communications and said control information to said at least one data recovery device be in 
a given order or stored on said at least one data recovery storage device in a given order (column 
5, lines 39-42; column 7, 12-35). 

As per claim 70, Kern teaches a method for data backup and recovery according to claim 
69 and wherein said data communication monitors are provided other than only at said at least 
one storage device (column 4, lines 29-61). 

As per claim 71, Kern teaches a method for data backup and recovery according to claim 

69 and wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (column 4, lines 29-61). 

As per claim 72, Kern teaches a method for data backup and recovery according to claim 

70 and wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (column 4, lines 29-61). 

As per claim 73, Kern teaches a method for data backup and recovery according to claim 
69 and wherein said at least one data recovery device is operative to receive said at least control 
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information and to store data on said at least one data recovery storage device in parallel (column 
4, lines 29-22). 

As per claim 74, Kera teaches a method for data backup and recovery according to claim 
69 and wherein said data communications comprise data updates (column 3, lines 30-41). 

As per claim 75, Kern teaches a method for data backup and recovery according to claim 
69 and wherein said reconstruction of a representation of said data communications at a given 
earlier time guarantees that if the order stamp of a first update is smaller than the order stamp of 
a second update, the second update is not stored on said at least one data recovery storage device 
unless the first update is stored on said at least one data recovery storage device (column 7, lines 
12-35). 

As per claim 76, Kera teaches a method for data backup and recovery according to claim 
69 and wherein said data communication monitors are associated with individual ones of said at 
least one server (column 4, lines 29-45). 

As per claim 77, Kern teaches a method for data backup and recovery according to claim 
69 and wherein said data communication monitors are associated with network elements of a 
storage area network (column 9, lines 21-36; column 4, lines 29-45; column 5, Unes 20-21). 

As per claim 78, Kera teaches a method for data backup and recovery according to claim 
69 and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a 
network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 
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As per claim 79, Kern teaches a method for data backup and recovery according to claim 
78 and wherein said network is a private network (column 9, lines 21-36; column 4, lines 29-45; 
column 5, lines 20-21). 

As per claim 80, Kern teaches a method for data backup and recovery according to claim 
78 and wherein said network is a public network (column 9, lines 21-36; column 4, lines 29-45; 
column 5, lines 20-21). 

As per claim 81, Kern teaches a method for data backup and recovery according to claim 
69 and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a storage 
area network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 

As per claim 82, Kera teaches a method for data backup and recovery according to claim 
69 wherein said data communication monitors provide at least part of said data communications 
to said at least one data recovery storage device other than via said at least one data recovery 
device (column 3, lines 33-36; column 2, lines 58-60) 

As per claim 83, Kem teaches a method for data backup and recovery according to claim 
69 and also comprising at least one LOG storage device wherein said at least one LOG storage 
device comprise at least control information bearing a time mark regarding data communications 
between corresponding ones of said first plurality of servers and said plurality of storage devices 
via said storage area network (column 4, lines 46-61). 

As per claim 84, Kern teaches a method for data backup and recovery according to claim 
83 and wherein said data communication monitors also store at least part of said data 
communications to said at least one LOG storage device (column 4, lines 46-61). 
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As per claim 85, Kem teaches a method for data backup and recovery according to claim 

84 and wherein said data communications stored to said at least one LOG storage device 
comprises data updates sent by said first plurality of servers to said second plurality of storage 
devices (column 4, lines 46-51). 

As per claim 86, Kem teaches a method for data backup and recovery according to claim 

85 such that if either said control information or said data communications or both are 
prematurely erased from said at least one data recovery device due to a failure or other event, 
said at least one data recovery device restores either said control information or said data 
communications or both from said at least one storage device LOG (column 5, lines 53-60), 

As per claim 87, Kern teaches a method for data backup and recovery according to claim 

86 wherein said at least one data recovery device resumes its activities with said restored data 
from said at least one storage device LOG (column 5, lines 53-60). 

As per claim 88, Kern teaches a method for data backup and recovery according to claim 

85 wherein said at least one data recovery device retrieves said at least part of said data 
communications from at least one storage device LOG for the purpose of storing said data to at 
least one data recovery storage device associated therewith in said time ordered manner (column 
5, Unes 53-60). 

As per claim 89, Kern teaches a method for data backup and recovery according to claim 

86 and wherein said at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via a network (column 4, lines 
29-45; column 9, lines 21-36; column 5, lines 20-21). 
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As per claim 90, Kern teaches a method for data backup and recovery according to claim 
89 and wherein said network is a private network (column 4, lines 29-45; column 9, Hnes 21-36; 
column 5, lines 20-21). 

As per claim 91, Kern teaches a method for data backup and recovery according to claim 
89 and wherein said network is a pubUc network (column 4, lines 29-45; column 9, lines 21-36; 
column 5, lines 20-21). 

As per claim 92, Kern teaches a method for data backup and recovery according to claim 
86 and wherein at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via said storage area network 
(column 4, lines 29-45; column 9, lines 21-36; column 5, lines 20-21). 

As per claim 93, Kern teaches a method for data backup and recovery according to claim 
85 wherein said at least one data recovery device retrieves both said control information and said 
at least part of said data communications from at least one storage device LOG for the purpose of 
storing said data to at least one data recovery storage device associated therewith in said time 
ordered manner (column 5, lines 53-60). 

As per claim 94, Kern teaches a method for data backup and recovery according to claim 

93 and wherein both said control information and said at least part of said data communications 
are communicated from said data communication monitors to said at least one storage device 
LOG via a network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 

As per claim 95, Kern teaches a method for data backup and recovery according to claim 

94 and wherein said network is a private network (column 9, lines 21-36; column 4, lines 29-45; 
column 5, lines 20-21). 
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As per claim 96, Kem teaches a method for data backup and recovery according to claim 
94 and wherein said'network is a pubUc network (column 9, lines 21-36; column 4; lines 29-45; 
column 5, lines 20-21). 

As per claim 97, Kem teaches a method for data backup and recovery according to claim 
93 and wherein both said control information and said at least part of said data communications 
are communicated from said data communication monitors to said at least one storage device 
LOG via said storage area network (column 9, lines 21-36; column 4, lines 29-45; column 5, 
lines 20-21). 

As per claim 98, Kera teaches a method for data backup and recovery for use with at least 
one server interconnected with at least one storage device (column 3, lines 35-40; column 9, 
lines 21-37), said method comprising: providing at least one data recovery device (column 4, 
lines 40-45); providing at least one data recovery storage device associated with and controlled 
by said at least one data recovery device (column 4, lines 1 1-13, 29-45); providing at least one 
data communication monitor operative to perform: monitoring the data communication between 
said at least one server and said at least one storage device; creating at least control information 
bearing an order stamp regarding said data communications between corresponding ones of said 
at least one server and said at least one storage device (column 4, lines 40-45; column 5„ lines 
29-42); and sending said monitored data communications and said control information to said at 
least one data recovery device, receiving said at least control information by said at least one 
data recovery device; and storing said data on said at least one data recovery storage device in 
parallel and without requiring that the data be received by said at least one data recovery device 
in a given order (column 5, lines 39-42; column 7, lines 12-35). 
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As per claim 99, Kem teaches a method for data backup and recovery according to~clm 
98 and wherein said data communication monitors are located other than only at said at least one 
storage device (column 4, lines 29-41). 

As per claim 100, Kern teaches a method for data backup and recovery according to 
claim 98 and wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (column 4, lines 29-41). 

As per claim 101, Kern teaches a method for data backup and recovery according to 
claim 99 and wherein said data communication monitors also provide at least part of said data 
communications to said at least one data recovery device (column 4, lines 29-41). 

As per claim 102, Kern teaches a method for data backup and recovery according to 
claim 98 and wherein said at least one data recovery device is operative to receive said at least 
control information and to store data on said at least one data recovery storage device in parallel 
(column 4, lines 19-22). 

As per claim 103, Kern teaches a method for data backup and recovery according to 
claim 98 and wherein said data communications comprise data updates (column 3, lines 30-41). 

As per claim 104, Kern teaches a method for data backup and recovery according to 
claim 98 and wherein said reconstruction of a representation of said data communications at a 
given earlier time guarantees that if the order stamp of a first update is smaller than the order 
stamp of a second update, the second update is not stored on said at least one data recovery 
storage device unless the first update is stored on said at least one data recovery storage device 
(column 7, lines 12-35). 
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As per claim 105, Kern teaches a method for data backup and recovery according to 
claim 98 and wherein said data communication monitors are associated with individual ones of 
said at least one server (column 4, lines 29-45). 

As per claim 106, Kera teaches a method for data backup and recovery according to 
claim 98 and wherein said data communication monitors are associated with network elements of 
a storage area network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 

As per claim 107, Kern teaches a method for data backup and recovery according to 
claim 98 and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a 
network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 

As per claim 108, Kern teaches a method for data backup and recovery according to 
claim 107 and wherein said network is a private network (column 9, lines 21-36; column 4, lines 
29-45; column 5, lines 20-21). 

As per claim 109, Kern teaches a method for data backup and recovery according to 
claim 107 and wherein said network is a public network (column 9, lines 21-36; column 4, hnes 
29-45; column 5, lines 20-21). 

As per claim 110, Kern teaches a method for data backup and recovery according to 
claim 98 and wherein at least one of said control information and said data communications is 
communicated from said data communication monitors to said data recovery device via a storage 
area network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 

As per claim 111, Kern teaches a method for data backup and recovery according to 
claim 98 wherein said data communication monitors provide at least part of said data 
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communicatidns'to said afleast one data recoveiy~storage "de\ice^ than via said at least one 
data recovery device (column 3, lines 33-36; column 2, lines 58-60). 

As per claim 1 12, Kem teaches a method for data backup and recovery according to 
claim 98 and also comprising at least one LOG storage device wherein said at least one LOG 
storage device con:q)rise at least control information bearing a time mark regarding data 
communications between corresponding ones of said first plurality of servers and said plurality 
of storage devices via said storage area network (column 4, lines 46-61). 

As per claim 113, Kern teaches a method for data backup and recovery according to 
claim 1 12 and wherein said data communication monitors also store at least part of said data 
communications to said at least one LOG storage device (column 4, lines 46-61), 

As per claim 1 14, Kem teaches a method for data backup and recovery according to 
claim 1 13 and wherein said data communications stored to said at least one LOG storage device 
comprises data updates sent by said first plurality of servers to said second plurality of storage 
devices (column 4, lines 46-61). 

As per claim 1 15, Kem teaches a method for data backup and recovery according to 
claim 1 14 having said at least one storage device LOG such that if either said control information 
or said data communications or both are prematurely erased from said at least one data recovery 
device due to a failure or other event, said at least one data recovery device restores either said 
control information or said data communications or both fi-om said at least one storage device 
LOG (column 5, lines 53-60). 
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As per claim 1 1 6, Kern teaches a method for data backup and recovery according to 
claim 1 1 5 wherein said at least-one datarecovery device resumes its activities with said restored 
data from said at least one storage device LOG (column 5, lines 53-60). 

As per claim 1 17, Kern teaches a method for data backup and recovery according to 
claim 1 14 wherein said at least one data recovery device retrieves said at least part of said data 
communications from at least one storage device LOG for the purpose of storing said data to at 
least one data recovery storage device associated therewith in said time ordered manner (column 
5, lines 53-60). 

As per claim 118, Kern teaches a method for data backup and recovery according to 
claim 1 1 5 and wherein said at least part of said data communications is communicated from said 
data communication monitors to said at least one storage device LOG via a network (column 9, 
lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 

As per claim 119, Kern teaches a method for data backup and recovery according to 
claim 118 and wherein said network is a private network (column 9, lines 21-36; column 4, lines 
29-45; column 5, lines 20-21). 

As per claim 120, Kern teaches a method for data backup and recovery according to 
claim 118 and wherein said network is a public network (column 9, lines 21-36; column 4, lines 
29-45; column 5, lines 20-21). 

As per claim 121, Kern teaches a method for data backup and recovery according to 
claim 115 and wherein at least part of said data communications is communicated from said data 
communication monitors to said at least one storage device LOG via said storage area network 
(column 9, lines 21-36; column 4, lines 29-45; column 5, lines 20-21). 
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As per claim 122, Kern teaches a method for data backup and recovery according to 
claim 114 wherein said at least one data recovery device retrieves both said control information 
and said at least part of said data communications from at least one storage device LOG for the 
purpose of storing said data to at least one data recovery storage device associated therewith in 
said time ordered manner (column 5, lines 53-60). 

As per claim 123, Kem teaches a method for data backup and recovery according to 
claim 122 and wherein both said control information and said at least part of said data 
communications are communicated from said data communication monitors to said at least one 
storage device LOG via a network (column 9, lines 21-36; column 4, lines 29-45; column 5, lines 
20-21). 

As per claim 124, Kem teaches a method for data backup and recovery according to 
claim 123 and wherein said network is a private network (column 9, lines 21-36; column 4, lines 
29-45; column 5, lines 20-21). 

As per claim 125, Kern teaches a method for data backup and recovery according to 
claim 123 and wherein said network is a public network (column 9, hnes 21-36; column 4, lines 
29-45; column 5, lines 20-21). 

As per claim 126, Kem teaches a method for data backup and recovery according to 
claim 122 and wherein both said control information and said at least part of said data 
communications are communicated from said data communication monitors to said at least one 
storage device LOG via said storage area network (column 9, lines 21-36; column 4, lines 29-45; 
column 5, lines 20-21). 
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As per claim 128, Kern teaches a method for data backup and recovery according to 
claim 69 and wherein said reconstruction comprises employing said at least one data backup and 
recovery system as at least one of said at least one server and said at least one storage device 
(column 4, lines 40-45; column 9, lines 21-36). 

As per claim 129, Kern teaches a method for data backup and recovery according to 
claim 69 and wherein said at least one server and said at least one storage device are 
interconnected via a local area network (LAN) (column 4, lines 40-45; column 9, lines 21-36). 

As per claim 130, Kern teaches a method for data backup and recovery according to 
claim 69 and wherein said at least one server and said at least one storage device are 
interconnected via a storage area network (SAN). 

As per claim 131, Kern teaches a method for data backup and recovery according to 
claim 69 and wherein said at least one storage device is a network attached storage (NAS) device 
(column 4, hens 40-45; column 9, lines 21-36). 

As per claim 132, Kern teaches a method for data backup and recovery according to 
claim 129 and wherein said at least one data communication monitor monitors data 
communications between said at least one server and said at least one storage device over said 
LAN (column 4, lines 40-45; column 9, lines 21-36). 

As per claim 133, Kern teaches a method for data backup and recovery according to 
claim 130 and wherein said at least one data communication monitor monitors data 
communications between said at least one server and said at least one storage device over said 
SAN (column 4, lines 40-45; column 9, lines 21-36). 
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As per claim 134, Kern teaches a method for data backup and recovery according to 
claim 69 and wherein said at least one server comprises said at least one data communication 
monitor (column 4, lines 6-45). 

As per claim 135, Kern teaches a method for data backup and recovery according to 
claim 69 and wherein said at least one storage device comprises said at least one data 
communication monitor (column 4, lines 6-45). 

As per claim 136, Kern teaches a method for data backup and recovery according to 
claim 130 and wherein said SAN comprises said at least one data communication monitor 
(column 4, lines 6-45). 

Claim Rejections - 35 USC§103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 59, 127 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kern in 
view of Dunham U.S. Patent 6,269,431. 

As per claim 59, Kern teaches a data backup and recovery system according to claim 1 
(column 3, lines 35-40; column 9, lines 23-27). Kem does not teach wherein said reconstruction 
comprises sending said data communications from said at least one data recovery storage device 
to said at least one storage device. Dunham does teach wherein said reconstruction comprises 
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sending said data^com^^ said at least one data recovery storage device to said at 

least one storage device (column 1, lines 63-67). It would have been obvious to one of ordiiiary 
skill in the art at the time the invention was made to utilize the backup data recovery process of 
Dunham to the recovery process of Kern. One of ordinary skill in the art would have been 
motivated to utilize the backup data recovery process of Dunham to the recovery process of Kem 
because Dunham teaches the importance of using the consistent data at the secondary data 
storage in the case of a failure at the primary storage device (column 5, lines 21-25); a likewise 
desire of Kern (column 2, lines 18-19; column 1, lines 15-18). 

As per claim 127, Kera teaches a method for data backup and recovery according to 
claim 69 (column 3, lines 35-40; column 9, lines 23-27). Kera does not teach wherein said 
reconstruction comprises sending said data communications from said at least one data recovery 
storage device to said at least one storage device. Dunham does teach wherein said 
reconstruction comprises sending said data communications from said at least one data recovery 
storage device to said at least one storage device (column 1, lines 63-67). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to utilize the backup 
data recovery process of Dunham to the recovery process of Kem. One of ordinary skill in the 
art would have been motivated to utilize the backup data recovery process of Dunham to the 
recovery process of Kern because Dunham teaches the importance of using the consistent data at 
the secondary data storage in the case of a failure at the primary storage device (column 5, Hnes 
21-25); a likewise desire of Kem (column 2, lines 18-19; column 1, lines 15-18). 
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Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure: See attached PTO-892. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher S. McCarthy whose telephone number is (571)272- 
3651. The examiner can normally be reached on M-F, 9 - 5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert BeausoUel can be reached on (571)272-3645. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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